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Algorithm 1 DeepFool for binary classifiers

1: input: Image , classifier f.

2: output: Perturbation 7.

3: Initialize xq 4 x, 7 + 0.

4: while sign(f(x;)) = sign(f(xo)) do
5 mie eV (@),

6: Tit1 4 Ti + T,

7 141+ 1

8: end while

9: return v =3, 7.
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Algorithm 2 DeepFool: multi-class case

1: input: Image x, classifier f.
2: output: Perturbation 7.

3:

4 Iniliali;e g @, i+ 0.

5: while k(x;) = k(xzo) do

6:  for k # k(xo) do

7: wy, = V(i) — Vi ()
8: i+ frl=i) — f;:.gm.,]{ﬁ’-«;]

9: end for o

10: [+ Arg MLy i o ) |Tkﬂ?

11: T — ”Td”—;u

12: Lj &L+ 715

13: ie—i4+1
14: end while
15: return # =3 7;
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class Net (nn. Module) :
def init (self):
super (Net, self). 1init ()
self. fcl = nn. Linear (28%28, 300)
self. fc2 = nn.Linear (300, 100)
self. fec3 = nn. Linear (100, 10)
def forward(self, x):
x = F.relu(self. fcl(x))

x = F.relu(self. fc2(x))
x = self. fc3(x)
return Xx

# 8 SRR

mnist transform = transforms. Compose ([transforms. ToTensor (),



transforms. Lambda (lambda x : x.resize (28+%28))])

# PAEYE, E RN

testdata = torchvision. datasets. MNIST (root=". /mnist”, train=False,
download=True, transform=mnist transform)
testloader = torch.utils. data.Dataloader (testdata, batch_size=256,

shuffle=True, num workers=0)
S
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net = torch. loadC mnist net all.pkl’) # JNEkfEEZHY
index = 100 # VEFEMAFEA
image=Variable(testdatal[index][0]. resize (1,784), requires grad=True)

label = torch. tensor ([testdatal[index][1]])
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f image = net. forward(image). data. numpy (). flatten()

# f image: [-1.1256416 , -1.0344085 , 2.0596995 , -2.0181773 , -

0.24274658, -0.53373957, 6.6361637 , -—2.250309 R 0. 06580263,
3. 0854702 ]
I = (np. array(f image)).flatten().argsort() [::-1]

#1: 06, 2,8 4,5 1, 0, 3, 7, 9]
label = I[0] # ZFEARMIBRE N 6

RIE, BAile L —LHEH BN E
input_shape = image. data. numpy (). shape # FREUJFIGHEAS H)4EE
pert image = copy. deepcopy (image) # VAFE & HlFEIGFEAR
w = np. zeros (input shape)

T tot = np. zeros (input shape)

loop i = 0
max_iter = 50 # FZIECIREL



overshoot = 0.02

x = Variable(pert image, requires grad=True)

fs = net. forward (x)

fs list = [fs[0][I[k]] for k in range (len(1))] # &SR A HUE M,
T HoF IS FR s R A
k i = label
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while k_i == label and loop_i < max_iter:
pert = np. inf
fs[0J[I[0]]. backward (retain graph=True)

orig grad = x. grad. data. numpy (). copy ()

for k in range(len(l)):
zero gradients(x)
fs[0][I[k]]. backward(retain graph=True)

cur grad = x. grad. data. numpy (). copy ()

w k = cur grad - orig grad

f k = (fs[0J[T[k]] - fs[0][T[0]]). data. numpy ()

pert k = abs(f k) / np. linalg. norm(w k. flatten())
if pert k < pert: # FRFFHR/MYIP L TR E [
pert = pert k
w=wk
r i = (pert + le—4) * w / np. linalg. norm(w)

r tot = np. float32(r tot + r i) # ZRFILB

pert image = image + (l+overshoot)*torch. from numpy (r tot) # ¥

Izl



x = Variable(pert image, requires grad=True)

fs = net. forward (x)

k i = np.argmax (fs. data. numpy (). flatten()) # 3R 5Fbr2s
loop i += 1

r tot = (1+overshoot)*r tot # FZ&ABIHIPLEN
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